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FYL..Cyber Risks
By Tom Judy

One of the questions | am often asked is whether MVRMA provides cyber liability coverage to its members. Indeed, MVRMA
members do have such coverage, but, as with any risk exposure, loss avoidance is the best practice.

The potential for a data breach that involves third parties’ personally identifiable information is an emerging area of risk
exposure to local governments. Cities are in possession of an increasing amount of such sensitive data, including Social Security
numbers and bank account information. The potential expenses and damages are significant in the event of a breach of such
data. Expenses would likely include the costs to notify affected parties; forty-six states, including Ohio, require notification in the
event of a breach of personally identifiable information. The cost of providing credit monitoring services is another likely
expense. Also, damages and defense costs are possible as a result of suits alleging negligence and violation of the customers’
rights to privacy.

Cyber claims can take various forms. Third party claims, including claims for violation of a privacy law, can arise from the theft,
loss or unauthorized disclosure of protected information; from a failure to implement computer security to prevent a data
breach; and for such things as alleged defamation, libel, slander and copyright infringement associated with information on the
insured’s website or other media. First party claims can arise from the alteration, corruption, destruction, or damage to data;
business interruption losses; and cyber-related extortion threats.
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The good news is that most data breaches are avoidable. According to one study,
97 percent of data breaches could have been avoided by “simple or intermediate”
data security measures. There are a few very basic measures, that if followed by
everyone, would prevent the majority of data breaches. They include:

9 Require all computer users to follow protocols to maintain strong passwords, to
update passwords regularly, and to avoid sharing passwords with others. A study
found that 76 percent of data breaches involved weak passwords

91 Require antivirus protection not only for computers, but for mobile devices as
well. The large number of mobile devices has greatly increased the potential
number of entry points into the system that can be exploited by cyber criminals.

Use strong passwords

Use current anti-virus software
Analyze incoming e-mail

Physically Secure computer equipment
Promote security awareness
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FYI cont...

9 Do not open emails from unknown sources and avoid downloading unapproved software from the internet.

9 Require employees to lock or shut down devices when they leave them unattended. Seventy-seven percent of
employees report that they regularly leave their devices unattended and unlocked.

9 Adopt policies to ensure the physical security of laptops and other mobile devices, as well as media storage devices,
such as flash drives.

Of course, maintaining appropriate cyber
security is much more complex than just
these simple steps. Members are
encouraged to secure the necessary
expertise, either through internal staff or
contract, to assess whether appropriate
firewalls and other safeguards are in place to

. 1 WILL LOCK My COMPUTER WHEN I L-
protect systems from being breached. | WILL LOCK My COMPUTER WHEN I LES
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MVRMA members are strongly encouraged
to contact MVRMA staff immediately if they
suspect that a breach has occurred.
MVRMA'’s cyber liability coverage offers
third party liability coverage that includes
coverage for privacy liability and privacy
notification costs. First party liability
coverage includes website media content liability, cyber extortion loss and data protection loss. Also, the MVRMA cyber
liability program includes access to the services of a firm specializing in data breach response. Members may contact MVRMA

staff if they desire more information.
2013 Award Winners Recognized

At the June meeting, the MVRMA Board recognized member cities for their outstanding performance in controlling losses
for the 2013 loss year.

Standard of Excellence Award

The City of Wilmington, City of Mason, City of Vandalia, and City of Beavercreek were presented with the Standard of
Excellence Award for incurring losses less than $100 per employee in 2013. The City of Wilmington was recognized as the
Overall Winner for achieving the lowest losses per employee.

Departmental Zero Losses
The Board recognized the following departments that achieved zero losses in 2013:
9 Police: Bellbrook, Centerville, Englewood, Indian Hill, Madeira, West Carrollton
9  Fire: Blue Ash, Montgomery, West Carrollton
9 Streets: Montgomery, Springdale, Tipp City, West Carrollton
9 Parks & Recreation: Centerville, Englewood, Madeira, Montgomery, Piqua, Sidney, Springdale, West Carrollton,
Wyoming
I Water / Waste Water: Bellbrook, Indian Hill, Mason, Miamisburg, Vandalia, Wyoming

Consecutive Year Zero Losses
The following departments were recognized for achieving zero losses for at least three consecutive years:
9 Police: Indian Hill (3 years)
Fire: West Carrollton (5 years)
Streets: West Carrollton (5 years)
Parks & Recreation: Madeira (19 years), Montgomery (13 years), Springdale (3 years), Wyoming (5 years)
Water / Waste Water: Vandalia (20 years), Wyoming (10 years), Mason (4 years)
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Congratulations to all award winners!



The Claims File
By Craig Blair

| often receive questions from our members regarding accident reporting. | thought it might
be useful to provide the following checklist.

Auto Accidents
' 1. Check on the safety of all parties involved

2. Exchange information
A. All City vehicles should contain an Auto ID Card provided by MVRMA. The card
includes information on the MVRMA coverage as well as the City representative to
contact regardingthe claim. ¢ KA a OIF NR | f a2 aidldisSa GKIFG (K
G2 RA&Odzaa I \A&atetndntsiiolldbd givah only & &hepSlded
department. If new “Auto ID” cards are needed please contact Office Coordinator Terri
Zalat at MVRMA.

3. Report the accident — Due to immunities allowed under Ohio law for municipalities, it is imperative that MVRMA's Claims
Manager contact the other parties involved in the accident as early as possible to discuss the claims process.
A. Employees are to report the accident to their Supervisor by the end of the day.
B. An Accident Report should be completed by the City and forwarded to MVRMA's Claim Manager within 24-48 hours
following the accident. A police report is not required prior to sending the information to MVRMA. If the City is
uncertain who is at fault in the accident, the MVRMA Claims Manager will convey this information to the third parties.

4. Inspection of damages
A. The MVRMA Claims Manager will perform a scene investigation of the accident and inspect all vehicles involved.
1 ) If the weather is a factor in the accident; e.g. icy road conditions, report the accident to the MVRMA Claims
Manager immediately so that a scene inspection can be completed before the conditions change.
B. The City can obtain repair estimates from body shops and submit the estimates to the MVRMA Claims Manager.

5. Claim payments
A. All payments to body shops and third parties involved will be disbursed by MVRMA.

Third Party Injuries and/or Property Damages on City Property

1. Public safety concerns
1 .A. The area and/or roadway where the damage occurred should be marked with cones or barricades, as necessary, to
ensure public safety.

2. Reporting and scene inspection
A. If a third party is injured or has property damage on City property, a complete investigation must be done in order to
determine liability. MVRMA can respond within 24 hours of notice in most cases, if necessary.
B. The MVRMA Claims Manager must complete the scene inspection prior to any repairs being made to any property
involved, as it is vital to defending a claim. This applies regardless of whether it involves a defect in the roadway,
sidewalk, park or playground.

Counselors’ Comments
By Dinsmore & Shohl

": & : Warrantless Cell Phone Searches Incident to Arrest Violate the Fourth Amendment

D> " OnJune 25, 2014, in a unanimous 9-0 opinion penned by Chief Justice Roberts, the United

States Supreme Court held that police officers generally may not search cell phones — even

2" incident to arrest — without first obtaininga warrant. WA £ S& @473/ | f A F2 NI A |
@A u.s. (2014). The Court considered prior instances where searches incident to arrest

‘0 guantitatively compared to wallets, cigarette packs, and other items found in a person’s
pocket. Instead, the Court found that cell phones are more like computers and entire
homes, and as such, come with a heightened expectation of privacy. That privacy, the Court
said, comes at a cost.



Counselors’ Comments cont...

The decision originated from the consolidation of two decisions — one hailing from California, and another from the First
Circuit. One suspect was stopped by police officers for expired registration tags; he also was driving with a suspended
license. Upon a search of his vehicle and his person, the police discovered and seized loaded firearms and a cell phone. The
police found, in searching the smartphone, evidence of gang involvement that tied him to a previous crime — a shooting. He
was convicted of three charges related to that previous shooting; and the appellate court upheld the trial court’s refusal to
suppress the cell phone evidence obtained without a warrant. The second suspect was stopped after making an apparent drug
deal. Police seized two cell phones from the suspect’s person. One cell phone received repeated calls from a number labeled
“my house.” Police examined the call log and traced the number to an address by searching the number on the internet. At
the address, police uncovered drugs, paraphernalia, a firearm, ammunition, and cash. The suspect was charged and
convicted in relation to those items. The First Circuit found the warrantless search inappropriate, and reversed the trial
court’s decision.

In the combined opinion, the United States Supreme Court explained that the “touchstone of the Fourth Amendment is
reasonableness” and reasonableness usually requires the police to obtain a warrant prior to searching for evidence of criminal
wrongdoing. The Court dismissed the concerns for police safety and destruction of evidence because data stored on a cell
phone is not dangerous to police and remote wiping and data encryption are not very prevalent problems. Additionally,
“officers remain free to examine the physical aspects of a phone to ensure that it will not be used as a weapon — say, to
determine whether there is a razor blade hidden” in the phone. Furthermore, remote wiping and data encryption are
secondary concerns to securing the scene, tending to witnesses, and so forth. Finally, such destruction of evidence can be
prevented through the use of Faraday bags, battery removal, and the like.

The Court noted that cell phones are not merely containers like a wallet, but are access devices to a person’s most private
information. Thus, in order to avoid “a difficult line-drawing expedition to determine which digital files are comparable to
physical records,” the Court held that a warrant is needed in order to search the contents of a cell phone. However, the Court
did explain that the exigent circumstances exception could take a particular set of facts out of the Court’s general holding.
Thus, even though the search incident to arrest exception does not apply to cell phones, “fact-specific threats may justify a
warrantless search of cell phone data.” One such example given by the Chief Justice was if a suspect is texting an accomplice
who may be about to detonate a bomb.

Accordingly, police officers are still permitted to seize and secure cell phones incident to arrest. However, unless and until the
officers obtain a warrant to search the contents of any such cell phone, absent exigent circumstances, a search of the phone
would be a violation of the Fourth Amendment

Loss Control Lowdown
By Starr Markworth

Does Your City Have a Driver Safety Culture?

What is the leading cause of worker fatality in the U.S.? The answer may
| surprise you. It’s not machinery accidents, exposure to harmful substances,
fire, or falls. It is motor vehicle accidents.

According to the National Highway Traffic Safety Administration, on-the-job
vehicle accidents each year cause 3,000 deaths and 332,000 injuries. These
.z incidents cost employers more than $60 billion annually in property damage,

1 medical costs, disability, and life insurance payments, in addition to the cost of
lost productivity and hiring and training new or temporary replacement
workers.

Given the high incidence of fleet accidents and their often-devastating
consequences, it is vital to minimize drivers’ risks. The best way to achieve this is to create a city-wide driver safety culture.
The city’s driver safety philosophy should be evident at the start, before a job candidate accepts a new position. Safety-
conscious organizations require candidates and current employees to meet specific criteria regarding driving. These criteria
should include regular checks of employees’ motor vehicle records to ensure employees are good drivers and an active driver
training program.



Loss Control Lowdown cont...

Driver selection should go beyond checking that the individual has a valid license. A license simply makes it legal for one to
drive, but not necessarily suitable to represent your city behind the wheel. It is management’s responsibility to establish
criteria for the selection of drivers and to follow through with the enforcement of the established criteria. The city may desire
to have a written policy defining acceptable “point” limits and possible sanctions, which may range from counseling or
remedial training to discharge.

Liability should also be taken into consideration. Are you being negligent if you allow a city employee with a poor driving
record to drive one of your city vehicles and they are involved in a motor vehicle accident?

Court decisions are showing that it can be considered gross negligence if you allow an employee with a bad driving record to
drive their own vehicle, a rented vehicle, or an organization owned vehicle, in the course of their job. The case of Joe Roane
Grain Company vs. McFarland, (Tyler Court of Civic Appeals) cited in 381 S.W. 2D220, points to the clear use of the personal
driving record of an employee in seeking punitive damages against the employer on the basis of gross negligence. (NOTE: Puni-
tive Damages are not insurable in the State of California.) In this case the plaintiff alleged that the employer was negligent in
letting an employee with such a poor driving record (13 violations) drive a vehicle upon the public highway, in the course of his
job. The Trial Court permitted the driving record to be entered into evidence but limited such evidence to the effect of gross
negligence. The jury then found the employer guilty of negligence. The non-insurable punitive damage award was $24,615 to a
21-year old man with $420.00 in medical expense and a whiplash injury. The judgment was affirmed by the Court of Appeals.

The message from this case comes through loud and clear; acquire the driving records for all drivers of city vehicles and review
them periodically.

Given the high incidence of fleet accidents as well as the personal and monetary stakes involved, no organization can afford to
view fleet driver safety as an option.

MVRMA recommends that at a minimum, an annual check of driving records be conducted by all MVRMA member cities using
the Ohio Bureau of Motor Vehicles to obtain the Motor Vehicle Records of all employees. You can access the driving abstract
of all employees through this link: http://bmv.ohio.gov/abstract.stm. The Ohio BMV has a free online tool through the link
above that you can utilize to obtain employee driving records.

Please contact me at 937-438-8878 or by email smarkworth@mvrma.com with any questions or to discuss specific driver
training for your city.

M Ilian t Brokers’ Beat

Dangers of Soci al Medi a

Ten years ago, Facebook was the most popular form of so
there are more than 1 billion Facebook users around the
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Therefor e, it is extremely important for your entiltiyn t o
order to defuse issues before they become | arger probl e

A Legal and Einpslionygmesnotc iRilskmsedi a during the hiring proceé

l'itigation. The Equal Empl oyment Operations Committee
media Iis used during the hiring process and is specifi
gl eaned from soci al media and how that it affects the
I n addition, wrongful termination cases are incredasoinngl
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of information, or to employ a third party that speci al
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| f your organization is not already wutilizing socihahle me
near future, so it is important to be prepared. Theycove
is negatively impacted by its use. Therefore, it ilsy ess
addresses soci al media risks.
Upcoming Events From The Board Room
Please continue to check our website, mvrma.com for Actions at the June 16, 2014 Quarterly Board Meeting
upcoming training dates. included:
RISK MANAGEMENT/LEGAL I Approved one year contract renewal with Target
91 Conflict Resolution For Law Enforcement; Solutions
Verbal Judo f  Accepted 2013 Annual Report
' IntroTo Insurance | Accepted Actuarial Report on Loss Reserves as of
1 Conducting Effective Performance Evaluations/ 12/31/13
Constructive Feedback 9 Approved 7/1/14 property renewal
T Anti-Harassment/Anti Discrimination 9 Authorized Executive Director to execute Office Lease
Agreement and Purchase Option
SAFETY RELATED 9  Approved closure of LY18 (2006)
T Load Securement/Pulling Trailers 9 Approved amendments to the Membership Selection
9 Fall Protection Policy
1 Snow And Ice Control For Managers f  Approved 2013 award recipients
9  Approved participation in Ohio Pubic Employees
Deferred Compensation Program




